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1
Decision/action requested

Update of Key Issue #3.2 related to SUPI guessing attacks
2
References

[1]
3GPP TR 33.846 v0.11.0
[2]


3GPP TS 33.501: "Security architecture and procedures for 5G system"
[3]


3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application"
3
Rationale

The Key Issue 3.2 related to SUPI guessing attacks is based on the scenario that an attacker could know the network’s public key provisioned in the attacker-controlled SIMS, use it to guess SUPI and generate the associated SUCI. 
For all deployment scenarios where the USIM is configured to have SUCI calculation performed by the USIM, the attacker could not retrieve the home network public key due to SA3 requirement and corresponding CT6 specification. 

Extract of clause 6.12.2 of 3GPP TS 33.501: 

If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier.

Clause 4.4.11.8 of 3GPP TS 31.102: 
The EFSUCI_Calc_Info ((Subscription Concealed Identifier Calculation Information EF), which contains protection scheme identifier and Home Network Public Key, shall not be made available to the ME when the USIM is configured to perform the SUCI calculation. 
Consequently, the SUPI guessing attacks described for Key Issue #3.2 in clause 5.3.2 only applies to scenarios where the SUCI computation is to be performed by the ME. But, as currently described the key issue #3.2 is misleading since the reader could think that the attack can also apply to scenario where the SUCI is calculated by the USIM. 
This clarification is helpful for clause 7 on overall evaluation aspects of 3GPP TR 33.846 [1].
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to living document for 3GPP TR 33.846 [1].

*** START of CHANGE ***

5.3.2
Key Issue #3.2: SUPI guessing attacks
5.3.2.1
Key issue details

It is plausible that the attacker knows the network's public key provisioned in the attacker-controlled SIM card and uses this information to guess SUPIs. The attacker could launch a SUPI guessing attack as follows. 

It generates a guessed SUPI and converts it into SUCI by using network's public key. The attacker operates a false base station and forwards the fabricated Registration Request message containing the SUCI. Up on receipt of a Registration Request message, the network decrypts SUCI and obtains the SUPI. If SUPI is valid, the network sends an Authentication Request message; otherwise, the network issues a Registration Reject message. The attacker observes in its false base station the network response. Thus the attacker can ascertain that the guessed SUPI is valid if the Authentication Request message is sent by the network.  After a great number of SUPI guessing attacks, the adversary could figure out the whole database of SUPIs for a dedicated network. 

The attacker further could determine whether the valid SUPI belongs to a dedicated victim or not. It forwards the received Authentication Request message to the victim. If the victim replies with the Authentication Failure message, then the valid SUPI does not match the victim. If the victim responds with Authentication Response message, then the victim with the valid SUPI is found.
This attack only applies to scenarios where the SUCI calculation is to be performed by the ME. For scenarios where the SUCI calculation is to be performed by the USIM, the home network public key is never available to the ME and cannot be retrieved by an atttacker.
*** END of CHANGE ***

